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II.    BRIEF HISTORICAL BACKGROUND 
 

To better understand the vital role insurance can have concerning the 
safe development and implementation of AI into our commercial market, two 
historical examples are apt: policies covering risks associated with steam boil-
ers and fire policies during the first industrial revolution. These examples as-
sist in establishing the important role insurance can and should have in offer-
ing coverage to new emerging technologies such as AI.  

First, the steam engine, a machine using steam power to perform me-
chanical work via heat, was an essential part of the first industrial revolution 
in the eighteenth century.34F

34 It enabled faster manufacturing practices.35F

35 Un-
surprisingly, the new usage of steam power to operate machinery led to in-
creased injuries and deaths due to frequent steam boiler explosions.36F

36 For ex-
ample, in New York, “the Hague Street Disaster of 1850 claimed the lives of 
sixty-seven workers.”37F

37 Shortly after, in 1853, a statute was enacted by the 
legislature of New York authorizing the formation of companies to issue pol-
icies “upon steam-boilers, against explosion, and against loss or damage to 
life or property resulting therefrom.”38F

38 Insurance firms offering coverage for 
boiler accidents “estimated that over seven thousand people were killed in 
boiler explosions in the United States between 1833 and 1907.”39F

39 
On June 30, 1866, The Hartford Steam Boiler Inspection and Insur-

ance Company (HSB) was founded, considering itself “the first company in 

 
 34. The History of HSB, HSB, https://perma.cc/KH5G-87KW (last visited Apr. 
13, 2025).  
 35. Id.  
 36. Id. (“With thousands of boilers in operation throughout the country, there 
was also widespread ignorance about the properties of steam and the causes of 
boiler explosions. During the 1850’s, explosions were occurring at the rate of al-
most one every four days.”). See also ALAN MCEWEN, HISTORIC STEAM BOILER 
EXPLOSIONS (2009). 
 37. John Fabian Witt, Speedy Fred Taylor and the Ironies of Enterprise Liabil-
ity, 103 COLUM. L. REV. 1, 31 (2003). 
 38. Chicago Sugar Ref. Co. v. American Steam-Boiler Co., 48 F. 198 (N.D. Ill. 
1891).  
 39. Witt, supra note 37, at 30–31. (“A growing number of establishments 
turned to steam power, and as boilers became more and more powerful, boiler ex-
plosions wreaked havoc in early American manufacturing. Fatal boiler explosions 
were reported as early as 1838, and in the 1850s and 1860s disastrous boiler catas-
trophes made headlines.”). 
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America devoted primarily to industrial safety.”40 HSB estimated that be-
tween 1880 and 1886, about one thousand boiler explosions occurred in the 
U.S., causing damage to property in the amount of three million dollars and 
around 1,500 deaths and injuries.41 HSB provided safety information about 
the steam engine to its policyholders as a loss prevention tool—information 
aimed at minimizing the occurrence of accidents and maximizing available 
safety instruments.42 Insurance companies offering coverage for boiler dam-
ages, such as HSB, “collected comprehensive statistics on boiler accidents, 
which made it possible for the first time to make scientific investigations into 
the relative merits of alternate boiler design.”43 As a result, the safety 
measures taken by insurance carriers, including inspections conducted by en-
gineers, “sharply reduced the incidence of boiler explosions.”44 This example 
demonstrates the power insurers have to advance a better understanding of 
new technologies, given their incentive to reduce the risks associated with 
them. As we will see below, to this day, HSB provides insurance for technol-
ogy-related products today, including AI products.45 

Second, the product of fire insurance policies underwent an extensive 
evolution process in response to the challenges the insurance industry faced 
in the last quarter of the eighteenth century.46 Fire insurance was well estab-
lished during the years preceding the First Industrial Revolution, but the com-
plexity of industrial property and the risks associated with it were foreign to 
the information and calculations insurers used before.47 Unlike previous do-
mestic workshops, the emergence of factories and the above-mentioned steam 
engines created a far more excessive concentrated risk, which was not in line 
with previous information on calculated premiums. Despite these difficulties, 

 
 40. The History of HSB, supra note 34. The UK equivalent were the Vulcan 
Boiler & General Insurance Company (1859) and British Engine Insurance (1878). 
MCEWEN, supra note 36. 
 41. Witt, supra note 37, at 31. 
 42. For more on steam boiler insurance, see Richard J. Martin & Ali Reza, 
What is an Explosion? A Case History of an Investigation for the Insurance Indus-
try, 14 J. LOSS PREVENTION PROCESS INDUS. 491 (2000); DAVID JOHN DENAULT, 
AN ECONOMIC ANALYSIS OF STEAM BOILER EXPLOSIONS IN THE NINETEENTH-
CENTURY UNITED STATES (1993). 
 43. Witt, supra note 37, at 32. 
 44. Id. 
 45. See Products, HSB, https://perma.cc/BL2S-DU5M (last visited Apr. 13, 
2025). See infra Chapter III. 
 46. ROBIN PEARSON, INSURING THE INDUSTRIAL REVOLUTION: FIRE INSURANCE 
IN GREAT BRITAIN, 1700-1850, AT 10–11  (2017). 
 47. M.W. Beresford, Prometheus Insured: The Sun Fire Agency in Leeds Dur-
ing Urbanization, 1716–1826, 35 ECON. HIST. REV. 373 (1982); S.D. CHAPMAN, 
THE DEVON CLOTH INDUSTRY IN THE EIGHTEENTH CENTURY 23 (1978). 
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the insurance industry continued to act as a risk-hedging mechanism support-
ing the advance of machinery into our commercial markets.48 

Insurance carriers collected new information and rapidly adjusted 
their premiums without changing their underlying policy, enabling extensive 
protection as factories grew and machines became an integral part of mass 
production.49 Insurers suffered losses at the beginning of this process, given 
the discrepancy between the premiums they charged and the losses they were 
obligated to pay or indemnify.50 Considering the new information insurance 
carriers accumulated and their incentive to generate profit by minimizing 
losses, their underwriting practice nudged their insureds to create safer infra-
structures, for instance, by determining “the material and design of a mill, 
warehouse or workshop construction.”51 

In these two examples, insurers significantly impacted the safety of 
emerging industries, from their infrastructure to their actual practice.52 The 
abovementioned alignment of interests between insurance carriers and poli-
cyholders led insurers to proactively find and implement methods to reduce 
risks associated with innovation. This is also true today, and this paper further 
establishes this from an empirical perspective concerning the burgeoning field 
of AI technology. 

Before delving into the empirical insights detailed below, it is im-
portant to note that insurance, as an industry, as well as the products it offers, 
are in no way perfect. They are not a panacea to the risks associated with AI. 
Though this paper tends to be optimistic when it comes to the intersection of 
insurance and AI, insurance has many drawbacks, including moral hazard 
risks, regulatory capture, and adverse selection.53 Despite these deficiencies 

 
 48. Rowell v. Railroad, 57 N.H. 132, 139 (1876) (“There is no doubt that one 
of the objects of insurance against fire is to guard against the negligence of servants 
and others; and therefore the simple fact of negligence has never been held to con-
stitute a defence.”). 
 49. Id. 
 50. Robin Pearson, Fire Insurance and the British Textile Industries During the 
Industrial Revolution, 34 BUS. HIST. 1, 4 (1992) (“From the 1790s textiles proved 
increasingly troublesome for the metropolitan insurers. Frequent mill and ware-
house fires meant that often premiums failed to cover losses. The extension of some 
manufacturing activities into cotton warehouses, the increasing size and density of 
industrial plant in urban locations, and the expansion of multiple occupation, all 
complicated the underwriting of textile risks.”). 
 51. Id. at 2. 
 52. Such was the case with regards to the then-booming textile industry during 
the Industrial Revolution. Id. at 8. 
 53. On which I have elaborated elsewhere, see Anat Lior, Innovating Liability: 
The Virtuous Cycle of Torts, Technology and Liability Insurance, 25 YALE J.L. & 
TECH. 448, 491 (2023). 
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and the embedded limitations of the insurance industry, this paper maintains 
the position that insurance has an important role in supporting, encouraging, 
and ensuring the safe integration of new technologies into our society, even 
if it is limited at times. Furthermore, given the lack of current AI regulatory 
clarity, insurance is invaluable in the upcoming implementation of AI into our 
lives. This does not disregard the inherent flaws this industry has, but its im-
perfection might be useful as AI regulation and litigation continue to advance 
slowly. 

 
III.    THE CURRENT SUGGESTED AI-SPECIFIC POLICIES  
 

Several companies and start-ups in the insurance industry are cur-
rently focusing on the AI sphere, offering various products and coverage for 
AI-related activities. This paper has identified a few ongoing undertakings in 
this field and will describe each in this chapter. These are Munich Re’s ai-
Sure™, Armilla AI, Vouch, CoverYourAI, Relm Insurance, Aishelter, and 
Testudo. 

Munich RE, the first major player to offer coverage for AI activities, 
created its first AI product in 2018 due to consumer demand.54 As described 
by Iris Devriese,55 AI Liability Lead North America at Munich Re, a company 
that developed an AI solution approached Munich Re as they were having 
difficulties convincing their customers about the safety and capabilities of 
AI.56 They were looking for performance-guarantee coverage to back up their 
product. Munich Re decided to underwrite this product and wanted to scale it 
out.57 This meant that if the product did not live up to its promise, Munich Re 
would have to finance the guarantee made by the AI company. This empha-
sizes how trust can be created through the mere existence of insurance, driv-
ing innovation and growth. The need for AI coverage came from the market, 
which led to creating an AI insurance team at Munich Re. 

Munich RE offers three versions of AI insurance via its aiSure™ 
product. The first type of coverage (aiSure™ – Contractual Liabilities) pro-
tects corporations using AI, where Munich Re guarantees a certain perfor-
mance-threshold delivered by an AI vendor, its policyholder.58 This product 
 
 54. Insure AI, MUNICH RE, www.munichre.com/en/solutions/for-industry-cli-
ents/insure-ai.html; Sharon Moran, AI Regulation and Risk Management in 2024 – 
with Micheal Berger of Munich Re, EMERJ, emerj.com/ai-regulation-and-risk-man-
agement-in-2024-micheal-berger-munich-re/ (last updated Feb. 17, 2025).  
 55. Zoom Interview with Iris Devriese, AI Liability Lead North America, Mu-
nich Re (Jul. 10, 2024). 
 56. Id. 
 57. Id. 
 58. MUNICH RE, INSURING GENERATIVE AI: RISKS AND MITIGATION 
STRATEGIES 10 (2024), 
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covers AI solutions or contractual performance-guarantees an AI vendor pro-
vides to a corporation using their AI.59 For example, a cybersecurity AI pro-
vider guarantees that their AI will block certain malware types, or a GenAI 
provider announces copyright infringement guarantees, similar to the course 
OpenAI is taking.60 In this case, Munich Re will financially back up these 
guarantees. 

The second type of coverage (aiSure™ – Own Damages) is a direct 
policy between Munich Re and a corporation using AI that they built them-
selves for their own use as a third-party policy.61 For example, if a bank uses 
AI to evaluate a property for mortgage processing and that AI makes an error, 
such as overestimating the property, the bank using it is covered by the Mu-
nich Re policy. This policy also applies to GenAI products that are used by 
corporations.62  

Lastly, aiSure™ – Own Damages can also include liability coverage 
to address new third-party risks.63 It protects corporations using AI from law-
suits from affected individuals, such as consumers.64 For example, hospitals 
and banks using AI to improve their services might be sued for discrimination. 
The same can happen with GenAI, when corporations may use misleading, 
harmful, or false data to make decisions. These may lead to fines or lawsuits, 
which are covered by this third type of product. 

Hartford-HSB, a Munich Re company, is also offering AI products to 
companies that are developing and using this technology. Most recently, this 
includes WINT (Water Intelligence Technology), which uses AI to detect wa-
ter leaks and damages in construction, commercial, and industrial locations.65 
HSB’s coverage combines a more traditional property policy with an innova-
tive AI coverage component, guaranteeing the performance of WINT’s 
 
https://www.munichre.com/content/dam/munichre/contentlounge/website-
pieces/documents/MR_AI-Whitepaper-Insuring-Generative-
AI.pdf/_jcr_content/renditions/original./MR_AI-Whitepaper-Insuring-Generative-
AI.pdf (last visited Mar. 27, 2025).  
 59. Id.  
 60. Kyle Wiggers, OpenAI Promises to Defend Business Customers Against 
Copyright Claims, TECHCRUNCH (Nov. 6, 2023, 10:15 AM), 
techcrunch.com/2023/11/06/openai-promises-to-defend-business-customers-
against-copyright-claims/. 
 61. MUNICH RE, supra note 58.  
 62. Id.  
 63. Id. at 10–11.  
 64. Id.  
 65. Press Release, Munich Re, HSB Adds WINT Water Intelligence Technol-
ogy To Water Leak Detection Portfolio, HSB (Jun. 24, 2024), www.muni-
chre.com/hsb/en/press-and-publications/press-releases/2024/2024-06-24-wint-wa-
ter-intelligence-technology-leak-detection.html. 
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technology. WINT’s then Head of Global Insurance, Shkya Ghanbarian, 
stated that their partnership with HSB, which offers performance warranties, 
is the first of its kind in the leakage detection market. 66 Furthermore, HSB 
partners with WINT and offers the latter’s technology as an incentive mech-
anism for HSB’s policyholders to mitigate potential risks. Ghanbarian stated 
that there are many stakeholders depending on these AI technologies, such as 
the one offered by WINT, and they enable tech companies to minimize risks 
for the benefit of both the policyholder and the insurance provider.67 “Given 
that there are always risks,” Ghanbarian continues, “purchasing AI policies 
seems like the next logical step in this industry.”68 

Armilla AI, a Toronto-based start-up, offers an AI liability insurance 
product and a product warranty backed up by reinsurers, including Swiss Re, 
Greenlight Re, and Chaucer.69 This warranty ensures that the AI models will 
operate in the way their sellers guarantee.70 The company relies on eight di-
mensions to evaluate the risk of each AI model and offers a premium to a 
policy covering any potential model failures.71 These dimensions include the 
training data the AI model used, the entity that created the model, testing per-
formance, and methods of usage by customers.72 When the AI model fails, 
Armilla reimburses the customer of the model up to the amount the customer 
paid for licensing fees to the AI vendor.73 The collected premium for the pol-
icy is essentially a percentage of those licensing fees, which vary for each AI 
model depending on its risk and complexity.74 

Karthik Ramakrishnan, CEO and co-founder of Armilla, stated that 
their goal is to, “identify, mitigate, and protect” against risks associated with 
AI technology.75 Working in the AI industry for more than a decade before 
co-founding Armilla, Karthik stated that the biggest pushback he received 

 
 66. Zoom Interview with Shkya Ghanbarian, Head of Global Insurance, WINT 
(Sep. 12, 2024). 
 67. Id. 
 68. Id. 
 69. Solutions for AI Assessment & Risk Transfer, ARMILLA, www.armilla.ai/so-
lutions (last visited Mar. 26, 2025). 
 70. Id. 
 71. Belle Lin, Is Your AI Model Going Off the Rails? There May Be an Insur-
ance Policy for That, THE WALL STREET JOURNAL (Oct. 2, 2023), www.wsj.com/ar-
ticles/is-your-ai-model-going-off-the-rails-there-may-be-an-insurance-policy-for-
that-adf012d7. 
 72. Id. 
 73. Id. 
 74. Id. 
 75. Zoom Interview with Karthik Ramakrishnan, CEO & Co-Founder, Armilla 
AI (Jul. 15, 2024). 
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from potential clients was that the technology is built on a probabilistic sys-
tem, meaning there is always a level of error.76 This means that the nature of 
software is fundamentally changing. This is an essential part of our conversa-
tion about insurance. He stated that traditional policies were built for absolute 
worlds with a solid understanding of their projection.77 However, as we move 
to AI, the software is different, and so is the level of uncertainty. This led him 
to establish Armilla and focus on creating a model to quantify the risk.78 Ar-
milla identifies where the risks are and provides coverage specifically for the 
possible error emanating from the underperformance of the AI model.79 He 
claims, “the risks are not new, but their source is.” This leads the insurance 
industry to rethink the products it offers. Daniel Woods, a senior security re-
searcher at Coalition, also expressed this notion by stating that there are, 
“marginal developments in threat actor behaviour, but not fundamental 
changes in cyber risk.”80 This approach aligns with that of Lauren Finnis, 
Consulting Leader – Commercial P&C and Specialty Insurance, from WTW. 
She states that to manage novel risks, we should, “apply the same traditional 
risk management lens that we have used in the past.”81 This is because the 
fundamental principles of risk management remain the same, even if the risks 
seem new or unfamiliar. 

Vouch is a US-based business insurance company with a designated 
AI insurance program that launched in February 2024.82 Their AI insurance 
product aims to cover AI start-ups for their financial losses resulting from 
lawsuits related to their products or services.83 Vouch AI provides affirmative 
coverage for various risks, including AI Error & Omissions (E&O), bias and 
discrimination, IP infringement claims, and regulatory investigations.84 The 
latter refers to providing defense cost coverage for AI-specific regulation. In 
quotes published online, Sophie McNaught, the director of AI at Vouch, and 
 
 76. Id. 
 77. Id. 
 78. Id. 
 79. Id. 
 80. Zoom interview with Daniel Woods, Senior Security Researcher, Coalition 
(Aug. 13, 2024). 
 81. R&I Editorial Team, WTW’s Lauren Finnis Discusses the Evolution and 
Future of Commercial Insurance, RISK & INS. (May 6, 2024), riskandinsur-
ance.com/wtws-lauren-finnis-discusses-the-evolution-and-future-of-commercial-in-
surance/. 
 82. Jack Willard, Vouch Launches Novel Insurance Product to Help AI 
Startups Innovate Faster, REINSURANCE NEWS (Feb. 12, 2024), www.reinsur-
ancene.ws/vouch-launches-novel-insurance-product-to-help-ai-startups-innovate-
faster/. 
 83. Id. 
 84. Id. 
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current liability policies offered to the public and raise complex issues of “si-
lent AI” coverage that insurers did not mean to cover.124 “Silent coverage” or 
“non-affirmative coverage” refers to a situation where a traditional insurance 
policy does not explicitly state if it covers or excludes specific types of risks. 
This creates uncertainty for both policyholders and insurers. The term was 
popularized when cyber insurance emerged in response to “silent cyber” cov-
erage.125 “Silent AI” presents similar challenges as stakeholders try to under-
stand the scope of policies that are already in place and might cover AI risks 
and accidents.126 

When discussing the development of an AI coverage product, many 
consider the intuitive comparison of its development and future trajectory to 
the history of cyber insurance.127 A white paper by Munich Re stated, “if we 
continue drawing this parallel into the future, the emergence of a standardized 
AI insurance market seems a likely consequence – comparable to the cyber 
insurance market.”128 Munich Re predicts that, similar to cyber losses and 
risks, AI-related losses will increase, leading risk managers, brokers, and in-
surance carriers to think about AI risks more systemically and strategically.129 
Similar to cyber risks, AI risks will also be excluded from traditional policies, 
given correlated risks and “silent AI” exposure. Furthermore, regulatory land-
scapes, led by the current EU AI Act initiative, could direct businesses to fol-
low evolving guidelines and adopt responsible AI practices, similar to what 
happened in cyber insurance and the General Data Protection Regulation 

 
 124. Rayne Morgan, ‘Silent AI’: Consulting Firm Alerts Insurers about Risks, 
INS. NEWSNET (Aug. 27, 2024), insurancenewsnet.com/innarticle/silent-ai-consult-
ing-firm-alerts-insurers-about-risks. See also Chapter IV. 
 125. See, e.g., The Noise About “Silent Cyber” Insurance Coverage, 
COVINGTON (Jan. 14, 2020), www.cov.com/-/media/files/corporate/publica-
tions/2020/01/the-noise-about-silent-cyber-insurance-coverage.pdf; Catherine L 
Trischan, End of Silent Cyber in Property Insurance, IRMI (Jan. 19, 2024), 
www.irmi.com/articles/expert-commentary/end-of-silent-cyber-in-property-insur-
ance. 
 126. Sonar, AI – Unintended Insurance Impacts and Lessons from “Silent 
Cyber”, SWISS RE (Jun. 12, 2024), www.swissre.com/institute/research/sonar/so-
nar2024/ai-silent-cyber.html (“With silent AI, it is time to prevent repetition of the 
same mistakes by understanding which risks traditional policies already (silently) 
cover.”). 
 127. See Padilla, supra note 109 (“Like cyber insurers in the late 1990s, insur-
ance companies today are figuring out how to determine risk for artificial intelli-
gence and set prices.”). 
 128. IRIS DEVRIESE & MIKE CROWL, MUNICH RE, MIND THE GAP: A US-
FOCUSED ANALYSIS OF AI LIABILITY RISKS AND THE IMPLICATIONS FOR INSURANCE 
22  (2024), www.munichre.com/en/solutions/for-industry-clients/insure-ai/ai-white-
paper.html. 
 129. Id. 
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significantly more limited than hypothesized and, in some cases, non-existent. 
Nonetheless, policies covering innovation, especially AI, can benefit from the 
quasi-regulatory approach to fill the legislative void as we await meaningful 
AI regulation. 

Insurance enables its policyholders to encourage innovation while 
also prompting them to implement safety measurements and providing reme-
dies for when these protections are inadequate.376 Even though the insurance 
industry is private and driven by profit, insurance carriers and policyholders 
have an alignment of interests. Insurance carriers have an incentive to mitigate 
and even eliminate harms caused to their policyholders as this means they will 
not have to reimburse them and get to profit from their premiums. Policyhold-
ers also have an incentive to reduce or prevent harm as risk-avoiders; the pur-
pose for which they purchased a policy in the first place (assuming it was not 
mandated by law). This alignment of interests is crucial to understanding in-
surance’s role and how governments should strive to ensure its availability to 
all who desire or are required to purchase it. 

Some interviewees felt that the terminology of “quasi-regulator” does 
not hit the mark because the insurer does not “regulate” the policyholder in 
the traditional sense but advises them on safety measurements and appropriate 
education as part of their risk management services and toolkit. Regardless of 
the term used, which might be an appropriate topic for further research, indi-
viduals from the insurance industry who participated in the research were un-
equivocal about their important role in assisting policyholders in navigating 
these uncharted waters. They view it as part of their inherent duty towards 
their clients, such as HSB, which has signaled itself as a supporter of innova-
tion since the 1800s.377 Though in practice they might fall short of this target, 
this supportive agenda is clearly stated by these insurers as they continue to 
provide loss prevention services and education as part of their business obli-
gations.  

All participants put a big emphasis on the consumer education aspect 
of this emerging market by the insurers. Claire of Relm Insurance stated that, 
“insurance plays a key role in driving better industry standards,”378 and that 
supporting startups in this context enables insurance companies to “make in-
novation resilient,” which is one of Relm’s explicit missions.379 The Head of 
North America Cyber and E&O at WTW emphasized the need to encourage 
and provide best practices to their policyholders by educating and training 
personnel and increasing overall awareness of the perils AI presents. They 

 
 376. Lior, supra note 53. 
 377. Zoom Interview with Michael Crowl, AI product manager, HSB (Jul. 22, 
2024). 
 378. Zoom Interview with Claire Davey, supra note 101. 
 379. Id. 
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referred to this awareness as the “most critical” aspect of covering AI risks 
today.380 This could be done, for example, by incentivizing policyholders to 
have an in-house AI policy in place to have more clarity, certainty, and aware-
ness when risks materialize; a practice companies are now starting to fol-
low.381 

Establishing in-house policies and procedures for AI-based applica-
tions for companies who are seeking coverage is an important element for 
insurers working in this area. Google recently changed its user policy, allow-
ing customers to use its AI in ‘high-risk’ domains, such as healthcare and 
social welfare, as long as human supervision exists.382 Underwriters stated 
that, currently, employees use AI in their scope of employment with no clear 
guidelines or understanding of the technology and its risks. Creating in-house 
policies in different sectors helps underwriters understand the predicted na-
ture, scope, and risks involved with using AI within a potentially covered pol-
icyholder and adjust the terms and scope of the policy accordingly. It seems 
that given the lack of clarity regarding AI regulations in the US and elsewhere, 
including the way the EU AI Act will be enforced, setting up internal rules of 
usage is imperative for insurance to be able to offer coverage. 

Trust and confidence in new technologies are essential for offering 
AI risk solutions. Insurance carriers play an immensely important role when 
offering policies to cover AI. In this way, they signal to potential consumers 
and the market overall that despite its inherent uncertainty, risks associated 
with AI can be priced and managed. For example, when discussing loss pre-
vention services and other means of educating AI vendors, users, and devel-
opers about AI, virtually all interviewed from the insurance industry agreed 
that insurance companies have an important role in ensuring their clients ed-
ucate themselves. Claire from Relm gave an example of partnering with an 
AI governance technology company that can help with auditing and managing 
daily AI-related governance risks.383 

Insurance carriers play a significant role in risk reduction through pol-
icyholder education. Swiss Re, for example, launched Responsible Artificial 
Intelligence (RAI) “as a service solution, an innovative approach to provide 
assessments of AI, machine learning and analytics models for trustworthiness, 
robustness, accuracy, transparency, ethical use and governance of data and 
 
 380. Zoom interview with Head of North America Cyber and E&O, supra note 
144. 
 381. Alaura Weaver, Every Company Needs a Corporate AI Policy, WRITER, 
writer.com/blog/corporate-ai-policy/. 
 382. Kyle Wiggers, Google Says Customers Can Use its AI in ‘High-Risk’ Do-
mains, So Long As There’s Human Supervision, TECHCRUNCH (Dec. 17, 2024), 
techcrunch.com/2024/12/17/google-says-customers-can-use-its-ai-in-high-risk-do-
mains-so-long-as-theres-human-supervision/. 
 383. Zoom Interview with Claire Davey, supra note 101. 
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AI.”384 This enables insurance companies to offer accurate policies and in-
struct their current and potential policyholders on what they should change to 
reduce risks and, as a result, receive better coverage via their policies. Armilla 
AI, who is in collaboration with Swiss Re as part of their business model, 
stated that, indeed, the biggest challenge in the future will be ensuring suffi-
cient education of the policyholders to understand their exposure to risks and 
act to mitigate them.385 

Lauren Finnis of WTW stated that, “education is a vital compo-
nent.”386 She gives the example of annual cyber assessments in the context of 
GenAI to help prevent risks in advance rather than just manage them once 
they occur. More specifically, she stated that this training, “should cover what 
should and should not be input into large language models, how to craft ef-
fective prompts, and how to leverage these tools in a lower-risk manner.” 
Finnis refers to another important aspect of education: being “able to explain 
the black box.” This does not necessarily mean you have to be able to replicate 
it, but you do need to be able to explain how it reached its harmful conclu-
sion.387 

From a client’s perspective, when it comes to consumer education 
and providing loss prevention tools, it could be argued that it is too early for 
AI insurance companies to effectively provide loss mitigation services or sim-
ilar services that could reduce losses at this point. We can also see this lack 
of efficiency in the cyber insurance context, where many claim that even 
when you collaborate with cyber security firms, they do not necessarily have 
accurate data to provide these mitigation services.388 Alexandru Lascu at Ui-
Path stated that companies could provide, as a loss control measure, “a white 
paper on the best practices of using AI tools and reducing your exposure to 

 
 384. Armilla AI Inc., RAI Institute Partners with Armilla AI to Scale Adoption of 
its Responsible AI Assessments with Company’s Performance Guarantee for AI 
Products, PR NEWSWIRE (Dec. 13, 2023), www.prnewswire.com/news-releases/rai-
institute-partners-with-armilla-ai-to-scale-adoption-of-its-responsible-ai-assess-
ments-with-companys-performance-guarantee-for-ai-products-302014278.html. 
 385. Rayne Morgan, Added Exposure Paves Way for Emerging AI Insurance 
Market, Expert Says, INS. NEWSNET (Sep. 3, 2024), insurancenewsnet.com/innarti-
cle/added-exposure-paves-way-for-emerging-ai-insurance-market-expert-says. 
 386. R&I Editorial Team, supra note 81. 
 387. Id. 
 388. It has been shown that cyber insurers often do very little to limit risk-taking 
behavior, do not condition premiums on effective discounts, and principally devote 
their efforts to ex-post-risk management rather than ex-ante. See, e.g., Daniel W. 
Woods & Tyler Moore, Does Insurance Have a Future in Governing Cybersecu-
rity?, IEEE SEC . & PRIV. (Sept. 2019); Tom Johansmeyer, The Cyber Insurance 
Market Needs More Money, HARV. BUS. REV. (Mar. 10, 2022), hbr.org/2022/03/the-
cyberinsurance-market-needs-more-money.  
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losses,” depending on the company and the verticals in which they operate.389 
This could be an effective initial means of providing valuable information to 
those who use AI in their work or everyday lives. 

On the other hand, some participants expressed skepticism regarding 
what the industry should encourage their policyholders towards, given the 
current lack of data regarding proven safe practices. There is an overall agree-
ment that insurance carriers should prompt their policyholders to thoroughly 
test their services and adopt structured AI frameworks and policies as part of 
the development and deployment of their AI products. However, as Woods of 
Coalition phrased it, the current quasi-regulatory approach adheres mostly to 
general “prompting and nudging” towards generic practices rather than rec-
ommending and rewarding specific techniques. With that in mind, it is prob-
ably too soon to implement strict “carrot and sticks” limitations.390 

As a result, though all insurance carriers who participated in this re-
search expressed their deep sense of duty to provide their policyholders with 
adequate tools to mitigate risks, in practice, those tools are too obscure to be 
deemed useful at the moment. Insurance carriers in the AI realm are in a good 
position to eventually provide these tools as they will have a front-row seat in 
the evolution of claims related to AI accidents. Once they gather that infor-
mation, they can implement it into their policies and standards, living up to 
their reputation for influencing their policyholders to act in a safer manner. 
Until then, it is comforting to know that they consider themselves an ally to 
the safety of their policyholders and hopefully will be able to translate that 
into life-saving actions and guidelines in the near future. 

 
3. Liability Regulation as Insurance Regulation 

 
Mark Titmarsh, Co-Founder of Testudo, stated that, “new laws and 

regulations can help create new insurance markets.”391 He gave the cyber in-
surance market as an example. Security breach notification legislation created 
a regulatory obligation to report breaches to the regulator and residents.392 
This opened the door for regulatory fines and lawsuits, accelerating the need 

 
 389. Zoom interview with Alexandru Lascu, supra note 308. 
 390. Zoom interview with Daniel Woods, supra note 80. 
 391. Zoom Interview with Mark Titmarsh, supra note 123. See also, Ebert, su-
pra note 264. 
 392. Security Breach Notification Laws, NSCL, www.ncsl.org/technology-and-
communication/security-breach-notification-laws (“All 50 states, the District of Co-
lumbia, Guam, Puerto Rico and the Virgin Islands have laws requiring private busi-
nesses, and in most states, governmental entities as well, to notify individuals of se-
curity breaches of information involving personally identifiable information.”). For 
more on California, see Data Security Breach Reporting, STATE OF CALIFORNIA, 
DEPARTMENT OF JUSTICE, oag.ca.gov/privacy/databreach/reporting. 
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to create a cyber insurance market. Some insurance carriers refused to pay a 
cyber-related loss, claiming that it was not covered under their policy, and 
breach of contract claims started to emerge. This accelerated the creation of a 
cyber insurance market, leading to affirmative and standalone cyber cover-
age.393 “Mixing big scary losses and regulation,” Titmarsh continued, can set 
a precedent for a new insurance market, especially if exposures are excluded 
from traditional policies. He states that these conditions are materializing in 
the AI context with different regulations in the EU, UK, and the US. These 
types of technology regulations have an enormous effect on the insurance 
market and the development of new policies.394 

An underwriting manager from a large cyber insurance company em-
phasized the importance of regulations as they, “set expectations” for insur-
ance companies in their underwriting process.395 They generally focus on 
three aspects of the enforcement mechanism of a given regulation: (1) the 
ability of the attorney general (or other government agency) to bring regula-
tory action for fines or penalties; (2) whether the regulation creates a private 
right of action and; (3) whether the regulation sets statutory damages. These 
three elements significantly impact the insurer’s risk exposure level.396 For 
example, Illinois’s Biometric Information Privacy Act (BIPA)397 has both a 
private right of action and statutory damages, resulting in many significant 
claims. As a result, maintaining coverage by the insurance carriers highly de-
pends on whether they feel comfortable that the policyholder complies with 
the Act. They can also minimize coverage via exclusions of certain industries 
(as a last resort), co-insurance, and elevated premiums. Regulations in the US 
that include these elements might lead insurance companies to limit coverage 
under their policies, charge higher premiums, scrutinize applicants for insur-
ance more closely, or all three. This is especially true in the EU context, where 
the AI Act sets a variety of statutory fines, such as €35 million or 7% of global 
annual turnover (whichever is higher) for the most serious violations, such as 
performing prohibited AI practices. Other fines set in the EU AI Act are up 
to €15 million or 3% of global annual turnover (whichever is higher) for non-
compliance with other obligations under the Act and fines of up to €7.5 mil-
lion or 1.5% of turnover (whichever is higher) for providing incorrect, incom-
plete, or misleading information to notified bodies or competent authori-
ties.398 

 
 393. Zoom Interview with Mark Titmarsh, supra note 123. 
 394. Id. 
 395. Zoom interview with an Underwriting Manager Cyber Lead, supra note 
296. 
 396. Id. 
 397. 740 ILL. COMP. STAT. 14/1 (2008).  
 398. Commission Regulation 2024/1689, art. 99, 2024 O.J. L.  
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In the EU AI Act context, Zurich Insurance’s Christian Westermann 
takes an optimistic approach.399 He stated that, “the EU AI Act has outlined 
what type of AI is considered as high, medium, or low risk across industries, 
including insurance,” assisting the insurance industry to better classify and 
identify different types of AI activities.400 On top of that, “the AI Act uses a 
rather broad definition of AI. As such, insurance carriers need to assess if and 
how they are impacted by this regulation.”401 Other participants in the re-
search have articulated this notion, focusing on how global regulation can im-
pact the operation of insurance carriers. Woods of Coalition stated that the 
categories classified as high-risk applications by the AI Act are very useful in 
“helping drive increased underwriting scrutiny, leading to a more limited un-
derwriting appetite.”402 

Another interesting legislation in this area is California’s bill to pre-
vent AI disasters, SB 1047.403 The bill received support from AI experts but 
faced fierce objections from the AI industry.404 In August, the bill was weak-
ened before its final vote, following advice from Anthropic and other compa-
nies working on AI.405 The bill aimed to prevent AI catastrophes that lead to 
loss of lives or damages from cybersecurity events of over $500 million. It 
did so by holding AI developers liable. The amendments gave California’s 
government less power to hold AI labs accountable. Despite these attempts to 
soften the bill, many still had serious concerns, as manifested via a letter writ-
ten by eight congress members representing California asking Governor New-
som to veto the bill.406 They claimed that the bill, “would not be good for our 
state, for the start-up community, for scientific development, or even for pro-
tection against possible harm associated with AI development.” These 

 
 399. Brettel, supra note 301. 
 400. Id.  
 401. Id.  
 402. Zoom interview with Daniel Woods, supra note 80. 
 403. SB-1047, 2024 Leg., Reg. Sess. (Cal. 2024).  
 404. See e.g., Maxwell Zeff, California’s Legislature Just Passed AI Bill SB 
1047; Here’s Why Some Hope the Governor Won’t Sign It, TECHCRUNCH (Aug 30, 
2024), techcrunch.com/2024/08/30/california-ai-bill-sb-1047-aims-to-prevent-ai-
disasters-but-silicon-valley-warns-it-will-cause-one/. 
 405. Maxwell Zeff, California Weakens Bill to Prevent AI Disasters before Fi-
nal Vote, Taking Advice from Anthropic, TECHCRUNCH (Aug. 15), 
techcrunch.com/2024/08/15/california-weakens-bill-to-prevent-ai-disasters-before-
final-vote-taking-advice-from-anthropic/. 
 406. Letter from Members of U.S. Cong., to Gavin Newsom, Governor of Cal. 
(Aug. 15, 2024), democrats-science.house.gov/imo/media/doc/2024-08-
15%20to%20Gov%20Newsom_SB1047.pdf. 
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concerns and others eventually led to the governor vetoing the bill in Septem-
ber 2024.407 

Colorado passed its AI Act in May 2024, which will be enforced start-
ing February 1, 2026.408 The Act imposes obligations on developers and em-
ployers of high-risk AI systems.409 The Act, “is enforced exclusively by the 
Colorado Attorney General; violations of its requirements are deemed to be 
an unfair trade practice under the Colorado Consumer Protection Act, with 
penalties of up to $20,000 per violation.”410 This will most likely influence 
the ability and willingness of insurance companies to offer liability policies, 
in their current format, to policyholders affected by this Act. More generally, 
the need for insurance companies to follow the regulation of individual U.S. 
states, rather than one encompassing regulation similar to the EU, is con-
straining their ability to react quickly to new demands in the market.  AI leg-
islation seems to be moving on a state-by-state basis rather than a federal ap-
proach, which requires insurance companies to do the proper research before 
being able to offer AI coverage based on their particular state. This is not new, 
as insurance companies are regulated on the state level,411 but currently it pre-
sents difficulties given the vast differences states are taking to regulate AI. 

A recent piece published by the Insurance Thought Leadership pre-
dicted that, “regulators globally are likely to soon demand safeguards and risk 
management practices around AI use, which will likely include insurance 
coverage.”412 Though this seems an over-optimistic approach as to the way 
the regulator will intervene regarding mandatory insurance policies, the piece 
continues to say that “even if these regulations do not mandate insurance, pro-
visions for hefty fines may drive companies to seek insurance coverage for 
these risks.” Lastly, the piece also states, as has been articulated by partici-
pants of this research, that businesses could be compelled to purchase cover-
age “if there were an increase in the severity and frequency of AI damages 

 
 407. Letter from Gavin Newsom, Governor of Cal., to Members of U.S. Cong. 
(Sep. 29, 2024), www.gov.ca.gov/wp-content/uploads/2024/09/SB-1047-Veto-
Message.pdf. 
 408. SB24-205, 75th Gen. Assemb., Reg. Sess. (Colo. 2024).  
 409. Id. 
 410. Alex Siegal & Ivan Garcia, A Deep Dive into Colorado’s Artificial Intelli-
gence Act, NAT’L ASS’N OF ATT’YS GEN. (Oct. 26, 2024), www.naag.org/attorney-
general-journal/a-deep-dive-into-colorados-artificial-intelligence-
act/#:~:text=The%20CAIA%20creates%20and%20imposes,high%2Drisk%20artific
ial%20intelligence%20systems.&text=For%20develop-
ers%2C%20this%20duty%20extends,uses%20of%20their%20AI%20product. 
 411. 15 U.S.C. § 1012(a) (“The business of insurance, and every person engaged 
therein, shall be subject to the laws of the several States which relate to the regula-
tion or taxation of such business.”). 
 412. Suhrada et al., supra note 331. 
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and losses,” (i.e., when claims arise), and the need will become more appar-
ent.413 

Gaschel from Amazon specifically mentioned the volatile and unpre-
dictable AI regulation worldwide. He gives the example of cyber insurers as 
they “struggle to keep pace with the regulation because [they] don’t know 
when one of these countries will change” their regulation.414 In this case, com-
mitting to a policy a year in advance is hard on both sides as the regulatory 
landscape can significantly change within that period.415 

Gaschel also mentioned the U.S. court system’s vast influence on the 
insurance market and coverage of emerging technologies, given that the US 
is very litigious in nature.416 By that, he means that the U.S. court system 
produces what he refers to as “nuclear or even thermo-nuclear verdicts,”417 
with extremely high punitive damages. This may deter insurance companies 
from offering coverage and significantly affect the “hyper-scalers” companies 
as those are sued more often than smaller AI companies. This should be ac-
counted for when considering the role of insurance, the legislator, and the 
court system in encouraging or discouraging specific types of insurance prod-
ucts. 

Ultimately, governments and regulators face deep challenges when 
regulating AI technology because they still do not understand the technology 
well enough. Finnis of WTW stated that this presents a challenge for insur-
ance companies as they need to create their own frameworks and bench-
marks.418 There is guidance out there and best practices given by experts, but 
insurance companies cannot afford to wait to do “what is legally required” of 
them, because, “the legal requirement is not likely to encompass all that an 
organization needs to do from an enterprise risk management framework.”419 
When asked specifically what legislators should do in the AI insurance con-
text, she replied, “they could certainly get more granular in the recommenda-
tions relative to frameworks.” Some insurance departments, including the 
NAIC (National Association of Insurance Commissioners), have different 
types of guidelines that ask for a framework but do not provide any type of 
baseline. Another challenge here is that once you provide a standard or base-
line, there is no incentive to do better, essentially becoming the maximum a 
company is willing to do (i.e., the legislative ceiling) rather than the bare 

 
 413. Id.  
 414. Zoom interview with Matt Gaschel, supra note 325. 
 415. Id. 
 416. Id. 
 417. In the IP context, “Something like 60% of nuclear settlements — meaning 
damages awards exceeding $10 million — are IP-related.” Agnew, supra note 307. 
 418. Zoom Interview with Lauren Finnis, supra note 149. 
 419. Id. 
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expected minimum (i.e., the legislative floor). However, Finnis continues, 
there is a need for “recommended thresholds of viability,” such as what to do 
before taking the human out of the loop and similar basic checklist items.420 
On the other hand, one can claim that insurance companies have an incentive 
to treat these recommendations as the legislative floor and not the ceiling. 
This is because insurance companies are incentivized to do more for their 
policyholders than the bare minimum due to competition and reputation con-
siderations. 

All liability law is, to a certain degree, liability insurance law creating 
new markets or, at the very least, expanding existing ones.421 They change 
and readjust the existing liability regime, thus altering the risk landscape for 
the insurance market. This may lead to simple adjustments and tweaks of ex-
isting policies or the creation of a new insurance market altogether. Thus, 
legislation influencing insurers is, in fact, broad in scope, creating a strong 
connection between the insurance industry and the law. 

 
VIII.    CASE STUDIES, INDUSTRIES & SECTORS  
 

Swiss Re, the world’s largest reinsurance company, recently pub-
lished a paper ranking current and future risks on the industry level in the 
short term (2024-2025) and the long term (2032-2034), focusing on the prob-
ability and severity of AI risks per industry.422 In the short term, IT services, 
energy and utilities, and health and pharma have the highest risk rank overall. 
IT services earned this rank as they are the “first movers” in this industry, 
developing the code, which leads to the high probability of materializing 
risks.423 Both the energy and utilities, as well as the health and pharma indus-
try, received low severity ranks, as they are relatively not in widespread use 
at the moment, but a high probability risk rank given the high likelihood of 
things going wrong in these sectors. 

 
 420. Id. 
 421. Gerard Van Loon, Under the Regulatory Spotlight: How European Fis are 
Adapting their Insurance Needs for 2025, THE INSURER (Dec. 27, 2024), www.the-
insurer.com/ti/viewpoint/under-the-regulatory-spotlight-how-european-fis-are-
adapting-their-insurance-2024-12-27/. 
 422. Simon Woodward, Nikhilmon O U & Mitali Chatterjee, Tech-Tonic Shifts: 
How AI Could Change Industry Risk Landscapes, SWISS RE (May 23, 2024), 
www.swissre.com/institute/research/topics-and-risk-dialogues/digital-business-
model-and-cyber-risk/ai-and-the-industry-risk-landscape.html. The report only fo-
cused on six risk categories: Data bias or lack of fairness, cyber incident risks, Al-
gorithmic and performance-related risks, Lack of ethics, accountability, and trans-
parency risks, Intellectual property (IP) risks, and Privacy risks. Id.  
 423. As is evident from Gaschel’s interview, detailed above. Zoom interview 
with Matt Gaschel, supra note 195. 
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In the long-term evaluation, health and pharma climbed to first place 
in their overall risk ranks, given the predicted widespread usage of AI in this 
sphere. Ranked second is the mobility and transportation industry, given the 
important role automation is predicted to have in the next decade and the er-
rors and underperformance likely to accompany it. In third place, the report 
ranked the energy and utilities industry again as risk frequency increases the 
more AI  becomes entrenched in this industry. Other industries that are men-
tioned but have an overall low-risk rank are agriculture, food & beverages (10 
in the short term and 9 in the long term), manufacturing (8 in both terms), and 
Financial & Insurance Services (6 in the short term and 7 in the long term). 

The results of the report show that the industries involved with using 
this technology matter. The context of AI usage is important, especially in 
more susceptible and vulnerable industries with correlated/accumulated risks. 
These industries can lead to greater scope of harm, which is what Swiss Re 
refers to in its report as “severity ranks.” Other than the traditional exclusions 
we usually see in policies underwritten by insurance carriers, such as force 
majeure and terrorism, the interviewees did not reveal any specific sector that 
they believe the insurance industry will choose not to cover. Different indus-
tries will receive different policy terms. Thus, caps, co-pays, and deductibles 
are important in insurance carriers’ ability to operate in these vulnerable and 
critical industries. They will still choose to do so, but the meaningfulness of 
the policy will evolve as more data regarding the actual probability and se-
verity of harm will crystallize. 

Focusing on the healthcare sector, there has been discussion regard-
ing the utility of a “well-designed AI liability insurance” that can “mitigate 
predictable liability risks and uncertainties in a way that is aligned with the 
interests of health care’s main stakeholders, including patients, physicians and 
health care organizations leadership.”424 Stern, Goldfarb, Minssen, and Price 
claimed that, “a market for AI insurance will encourage the use of high-qual-
ity AI, because insurers will be most keen to underwrite those products that 
are demonstrably safe and effective.”425 They argue that efficient AI insur-
ance products will be able to “reduce the uncertainty associated with liability 
risk for both manufacturers — including developers of software as a medical 
device — and clinician users and thereby increase innovation, competition, 
adoption, and trust in beneficial technological advances.”426 This is a good 
example of the quasi-regulator approach in the healthcare context, showcas-
ing how good insurance can contribute to a better understanding and imple-
mentation of technologies, especially AI. As such, we see that there is a core 
 
 424. Ariel Dora Stern, Avi Goldfarb, Timo Minssen & W. Nicholson Price II, AI 
Insurance: How Liability Insurance Can Drive the Responsible Adoption of Artifi-
cial Intelligence in Health Care, 3 NEJM CATALYST 1, 1 (2022). 
 425. Id. 
 426. Id. 
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belief that given the significance of AI in the healthcare sector and the inher-
ent risks associated with it, insurance for AI assumes an important role in 
supporting lifesaving innovation that would otherwise not be developed due 
to elevated fear of liability. 

Issues of climate impact by AI,427 which will have significant ramifi-
cations over time, are predicted to be covered by existing policies. Munich Re 
listed “environmental risks” as one of the risk types associated with GenAI.428 
“We still cover oil accidents,” responded an underwriter while discussing en-
ergy consumption by AI technology, but they did mention that certain types 
of oil and coal risks are no longer offered coverage.429 The desire to be viewed 
as a responsible company with a reputation for climate protection might lead 
companies to take a different path. Still, it seems reasonable to assume there 
will always be insurance companies ready to offer policies regardless of the 
climate implications of a given technology for the right price. The policy 
terms are important here to ensure both sides of the bargain are still actively 
incentivized to mitigate AI-associated climate risks. Munich Re presented this 
optimistic approach by stating, “insurance providers could play a role in en-
suring responsible model development. By establishing guidelines for balanc-
ing training frequency and energy and water consumption, insurance compa-
nies could aid in ensuring the right balance between continuous improvement 
of the GenAI models and environmentally sustainable development.” 430 This 
is also applicable to AI technologies other than GenAI. However, it is ques-
tionable if the insurance industry as a whole will make environmental protec-
tion a priority, given their financial incentives and lack of assumption of neg-
ative externalities.431 

 

 427. Emily M. Bender, Timnit Gebru, Angelina McMillan-Major & Shmargaret 
Shmitchell, On the Dangers of Stochastic Parrots: Can Language Models Be Too 
Big?, in FACCT ‘21: PROCEEDINGS OF THE 2021 ACM CONFERENCE ON FAIRNESS, 
ACCOUNTABILITY, AND TRANSPARENCY 613 (2021), 
dl.acm.org/doi/pdf/10.1145/3442188.3445922. 
 428. IRIS DEVRIESE, YUANYUAN LI &  YANG LIN, MUNICH RE, INSURING 
GENERATIVE AI:  RISKS AND MITIGATION STRATEGIES BALANCING CREATIVITY AND 
RESPONSIBILITY TO ENABLE ADOPTION 9 (2024), www.munichre.com/con-
tent/dam/munichre/contentlounge/website-pieces/documents/MR_AI-Whitepaper-
Insuring-Generative-AI.pdf/_jcr_content/renditions/original./MR_AI-Whitepaper-
Insuring-Generative-AI.pdf.  
 429. Zoom interview with an Underwriting Manager Cyber Lead, supra note 
296; Clara Denina & Sarah Mcfarlane, Insight: Coal Miners Forced to Save for a 
Rainy Day by Insurance Snub, REUTERS (Aug. 31, 2023), https://www.reu-
ters.com/sustainability/coal-miners-forced-save-rainy-day-by-insurance-snub-2023-
08-31/.  
 430. Devriese et al., supra note 428, at 9. 
 431. See, e.g., OECD, ENVIRONMENTAL RISKS AND INSURANCE: A 
COMPARATIVE ANALYSIS OF THE ROLE OF INSURANCE IN THE MANAGEMENT OF 
































































































